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Seventh Semester B.E. Degree Ex

Time: 3 hrs.

Noter Answer uny FIW full qaestions',
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I a. Define : i) CryPtologY
plaintext VSRQJHERE
1- _1
l( -J,

WU using CAES,{B'bipher. Assume shift positiAR itt posrtrons
(08 Marks)

(08 Marks)
(08 Marks)

(08 Marks)
(08 Marks)

(08 Marks)
(08 Marks)

ii) c

rlr'ii$ i' '"'"'^:'b. Appty one time Pad to -eqgrypt and decrypt the data-gi*ffi: heilhitter ; refer data

" 
= 000, h= 001, i = 010, k= 011,.t= 100, r: 101,"F= 110, t:111 and key 7565740560,

(08 Marks)i

a,,:1,11;,,, Qf,,;=,,,rrlu,

Explain the conc,,,ept of Project Venona and""eq$ebook cipher'

nxptaln tholtrpriiomy o f CRYPTOGRAPIIY' and CRYPTANANLYS 15 .
a.

b.

a.

b.

a.

b.
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"hetait the techniqueDescffiin'detail the techniqu
Define FSsh function. ExPlain

- ''-r,.t I=:-4.,..." ,i: 
ue

{it ModFk:$r 
=+*b*a. Explain the need-dhpndomness ln cryptogitphic primitiv".o#* deterministic generator and

, I q' , r -: r,^J^.^:r k# ' t{le'r\rrovrrs\
non-J","""inistic generator approachii fur deiail' (08 Marks)

b. Explain Zero lii{6*ledge analogy w{ft-:Eximple. ,\ (08 Marks)
t 

To

.',,,;;,;;, 
'' .*i'l*t oR {.gE..'

a. l,ist tlfi,,prcperties of PASSWORb and analyze tfiiv'ttynamic password scheme with neat

diagram.: -' : _ (o8Marks)

b. pxp'fnin Diffie - Hellmar nrcitocol against,t ical AKE protaool security goals'

*r1=.:i,&. ,.,,ri"., .i {-=;'o (08 Marks)
: ..1
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a. ixplain the scopc of key management ard its lifecycle' (08 Marks)

b. Illustrate diffeibfr'{'key generation lques (08 Marks)

iri"ot"'t:""''IOR
a. With a rr"rf'aiug*m, explain,.the Unique Key Per Transaction (UKPT) scheme in key

b. Explain public key certifieate management models' (08 Marks)

: '' Module-S
a. Explain SSL proto.boJs'in detail with analysis ofhandshake protocol. (10 Marks)

b. fxptain the Gsiliiffientication and encryption' (06 Marks)

"r'r: OR
a. Write short no'tes on 'Attacks on WEP'. (06 Marks)

b. Explain,qIb,,key management in detail. (10 Marks)
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